PL written comments on Cluster 3,4,5 revised eIDAS proposal
                                               24 October 2013

Written comments from PL to CLUSTER 3,4,5 revised text of the Proposal for a Regulation of the European Parliament 
and of the Council on electronic identification and trust services 
for electronic transactions in the internal market

(doc. 13890/13 dated on 23rd September 2013)

We reserve the right to make further comments and proposals for amendments.

Article 20

Poland supports the replacement of paras 4 to 7 by the proposed article 20a. We support new approach based on the assumption that if  advanced electronic signature is required than advanced electronic signatures based on a qualified certificate and qualified electronic signatures shall be accepted also. We ask to remove words “for electronic signatures”.
Para 2 (of article 20a) is apparently redundant and may create problems for citizens from MS without qualified electronic signatures.
Para 4 (of article 20a) we ask to replace “The Commision may” with “The Commision shall”. This implementing act will be crucial to functioning of eIDAS.

Article 21

Art 21 lacks a clause for suspension. Such temporary possibility to suspend a certificate is now foreseen in many countries. Suspension will protect signatory from harsh results of revocation : after revocation the only option will be to buy new certificate. We ask to insert  new para 3a-f precisely regulating suspension:
3a. Qualified electronic signature created within the period of suspension of the validity of the qualified certificate used to verify the signature shall result in legal effects upon repealing of the suspension.

3b. In the case of a justified doubt that there might be grounds for revoking a qualified certificate, the qualified trust service provider is obliged to immediately suspend the certificate and take steps necessary to clarify such doubts.

3c. The suspension of a qualified certificate may not exceed seven days.

3d. After the expiry of the period referred to in paragraph 3c runs out, in the event that the trust service provider is not able to clarify such doubts, it shall immediately revoke the qualified certificate.

3e. The certificate which was suspended may be later revoked or its suspension may be lifted.

3f. The certificate which was revoked may not be later held valid.

With regard to para 2 qualified certificates for electronic signature unfortunately may be subject to mandatory requirements exceeding the requirements laid down in Annex I. It’s because of semantics of certificates which is evolving but shall be precise to be processed fully automated way. All issues related to content of certificates shall be preferably left to implementing acts and standards. We suggest to remove para 2.
With regard to para 4 subject matter not fit for delegated act.
With regard to para 5  we ask to replace “The Commission may” with “The Commission shall”. This implementing act will be crucial to functioning of eIDAS.
Article 22

With regard to para 2: „Compliance with the requirements laid down in Annex II shall be presumed where a qualified electronic signature creation device meets those standards” . It shall be clearly stated it is up to whom to evaluate this. All issues related to qualified electronic signature creation devices shall be preferably left to implementing acts and standards.
With regard to para 2  we ask also to replace “The Commission may” with “The Commission shall”. This implementing act will be crucial to functioning of eIDAS.

Article 23
We are in favour of mandatory certification of qualified electronic signature devices. 
With regard to para 2 obligation to notify the designated body should apply only for those countries, where such bodies are appointed. The provision should clearly state the obligation does not equal a mandatory need for a designated body. Countries that don’t have designated bodies should not be obliged by the law to notify the lack of the said bodies. Member States may, in a legitimized way, rely on certification performed in a different Member State.

2. Member States shall notify to the Commission and other Member States the names and

addresses of the public or private body if designated by them as referred to in paragraph 1.

Article 24

Notification requirement shall be assigned explicitly to designated body, and not Member State. Otherwise we will have to enact national laws clearly assigning responsibility. Article 24 is not clear about what shall be done by qualified trust service provider in case of removing vulnerable device from the list. At whose expense devices should be replaced ? 

Article 25

With regard to para 1 phrase high level of certainty is imprecise and shall be avoided. We ask also to introduce again the word “unambiguously”. Signature formats should be specified in implementing acts.
Article 26

It should be clear what is the difference between qualified and non qualified validation service. The qualified validation service should rely on the European TSL scheme and handle verification of signatures from all CA’s present on Member States’ TSL lists.

Legal relevance shall be granted  for “result” or preferably “report” of qualified validation service. Such report should come f.e. with presumption of credibility, „admissibility as evidence in legal proceedings” (as in the case of time stamping)  and a requirement for a cross-border recognition.

 “Result” is not a proper word as it may be merely an information visible on the screen and we need validation report as electronic document or record in system logs. As a result for qualified validation service new electronically signed or sealed evidence is created by qualified trust service provider confirming validation results on certain date and time.
Art 26.2 shall allow possibility to define validation report (response) format. Unified validation report format may facilitate acceptance to different formats of signatures.
Legal effects shall be discussed as it is possible to assign to qualified validation service certain presumptions or even legal effect of certainty of date (fixed date) useful for the purpose of civil and administrative proceedings. See proposal to add paragraph 3.
Qualified validation service shall use trusted lists and guarantee validation from all qualified trust service providers on the lists. See proposal to add paragraph 4.
Safeguards shall exist to secure legal relevance in proceedings, to establish presumption of trustworthiness  and to ensure cross-border recognition. See our proposal to add para 5, 6, 7.
eIDAS regulation proposes introduction of trusted lists, based on the TSL list scheme, established by the Commission via decisions 2009/767/EC and 2010/425/EU. Without  implementing acts it is uncertain how these TSL lists should be used to verify the authenticity of a signature within a system or an application.
Article 26

Qualified validation service for qualified electronic signatures

1. A qualified validation service for qualified electronic signatures shallmay only be provided by a qualified trust service provider who:

(a) provides validation in compliance with Article 25(1), and

(b) allows relying parties to receive the result report of the validation process in an automated manner which is reliable, efficient and bearing the advanced electronic signature or advanced electronic seal of the provider of the qualified validation service.

2. The Commission may, by means of implementing acts, define format of report of the validation process referred to in paragraph 1 (b) establish reference numbers of standards for qualified validation service referred to in paragraph 1. Compliance with the requirements laid down in point (b) of paragraph 1 shall be presumed where the validation service for qualified electronic signature meets those standards. Those implementing acts shall be adopted in accordance with the examination procedure referred to in Article 39(2).

The Commission shall publish those acts in the Official Journal of the European Union.

3. Qualified electronic validation service report shall enjoy a legal presumption of ensuring validity of the electronic signature at the time it indicates.

4. Qualified validation service shall use trusted lists referred to in article 18 and shall guarantee validation possibility of qualified certificates issued by all qualified trust service providers on such list.

5. Qualified electronic signature validation report shall not be denied legal effect or admissibility as evidence in legal proceedings solely on the grounds that it is in electronic form.

6. Qualified electronic signature validation report shall enjoy a legal presumption of ensuring the qualified signature status it indicates.

7. Qualified electronic signature validation report shall be recognized and accepted in all Member States.

Article 27

We support DK proposal that eIDAS regulation should be open to securing long term validity in different technical ways, so long as it provides certainty. It shall be broadly defined what is electronic signature preservation service. 

Within trusted systems assertion that signed file was not subject to any change during preservation period may be sufficient (without implementing long term signature formats). Inside document management systems preservation of electronically signed documents may be achieved by various procedural and technical measures. See our proposal to add  para 4.

Traceable records of access and change to the preserved resources shall be available to users, which may act as a deterrent to possible misuse of the system. See our proposal to add para 5.

Article 27

Preservation of qualified electronic signatures

1. A qualified electronic signature preservation service shallmay only be provided by a qualified trust service provider who uses procedures and technologies capable of extending the trustworthiness of the qualified electronic signature validation data beyond the technological validity period.

2. The Commission shall be empowered to adopt delegated implementing acts in accordance with the examination procedure as referred in the Article 39 (2) 38 concerning the further specification of the requirements laid down in paragraph 1.

3. The Commission may, by means of implementing acts, establish reference numbers of

standards for the preservation of qualified electronic signatures. Compliance with the

requirements laid down in paragraph 1 shall be presumed where the arrangements for the

preservation of qualified electronic signatures meet those standards. Those implementing acts shall be adopted in accordance with the examination procedure referred to in Article 39(2). The Commission shall publish those acts in the Official Journal of the European Union.

4. Qualified electronic signature preservation service should provide in an automated manner the evidence for trustworthiness of the qualified electronic signature validation data beyond technological validity.

5. Qualified electronic signature preservation service shall generate traceable records of access and change to the qualified electronic signature validation data. Integrity and authenticity of records shall be protected and access shall be possible only within secure channel.

Article 28

With regard to para 4 the requirement to accept “all electronic seals matching at a minimum the same security assurance level shall be accepted” is definitely too broad and  may result with high implementation costs. It should be sufficient to accept seals of given kind or qualified electronic seals (similar approach to article 20a).
With regard to para 6 subject matter not fit for delegated act.
With regard to para 7 we ask to replace “The Commission may” with “The Commission shall”. This implementing act will be crucial to functioning of eIDAS.
There is no provision allowing Member States or parties to the contract to assign additional legal effects to electronic seals. See our proposal below to add para 8:
8. National law or agreement between parties may assign to electronic seal or qualified electronic seal additional legal effects.

Article 29

Art. 29 does not address the issue of  suspension for electronic seals (please compare our proposal for e-signature suspension in art. 21).
Article 30

We are against using „mutatis mutandis” to regulate qualified electronic seal creation devices. The subject of qualified seal creation devices calls for a postive legislation, that would not cause any uncertainty for producers or purchasers.

Article 31 


We are against using „mutatis mutandis” to regulate validation and preservation of qualified electronic seals. The subject of qualified seal creation devices calls for a postive legislation, that would not cause any uncertainty for implementing developers or public administration contracting sealing systems.

Article 32

With regard to para 2 prolongation of such presumption beyond validity period of  qualified time stamp certificate shall be possible by application of new time stamp to electronic signature and validation data.

With regard to para 3 clear reference shall be made to certainty of date (fixed date), which is so important for contractual agreements and various documents in administrative procedures.
Article 32

                                            Legal effect of electronic time stamps

1. An electronic time stamp shall not be denied legal effect and admissibility as evidence in legal proceedings solely on the grounds that it is: 

(a)
in an electronic form;

(b)
not signed using an advanced electronic signature or an advanced electronic seal, or

(c)
not a qualified electronic time stamp.

2. Qualified electronic time stamp shall enjoy a legal presumption of ensuring the accuracy of the date and the time it indicates and the integrity of the data to which the time is bound. Prolongation of presumption beyond validity period of  qualified time stamp certificate may be achieved by application of new time stamp to electronic signature and validation data.  

3. A valid qualified electronic time stamp shall be recognized as a qualified one as fixed date and accepted in all Member States.

Article 33

With regard to para 1d we suggest to replace phrase “by some equivalent method” with “by other method”

With regard to para 2  we ask to replace “The Commission may” with “The Commission shall”. This implementing act will be crucial to functioning of eIDAS.

Article 34
With regard to para 1 we suppose that unclear phrase: „having regard to its assurance level of authenticity and integrity” will always allow to undermine value of electronic document as equivalent.

With regard to para 2 document bearing qualified electronic signature or qualified electronic seal shall enjoy legal presumption of authenticity and integrity. This shall be extended to certified electronic copies resulting from authorized conversion of documents. The legal effect should be limited however to documents bearing valid qualified electronic seal or valid qualified electronic signature

With regard to para 3 aforementioned documents shall be accepted not only in other Member States but first of all in Member State of origin. We propose to delete „other” in art. 3, as the document shall be equally relevant in the country of issuance.

With regard to para 4 the delegation in paragraph 4 is limited to signature and seal formats which are used to sign/seal electronic documents. European Commission shall be empowered to regulate authorized conversion of documents that may result with certified copy in electronic environment. European regulation of authorized conversion could be useful to foster electronic procedures in cross-border environment (e.g. in the context of implementation of Services Directive). 
Article 34

                              Legal effects and acceptance of the electronic documents

1. An electronic document shall be considered as equivalent to a paper document and admissible as evidence in legal proceedings, having regard to its assurance level of authenticity and integrity.

2. A document or an electronically certified copy thereof bearing a valid qualified electronic signature or a valid qualified electronic seal of the person who is competent to issue relevant document or respectively authorize certified copy, shall enjoy legal presumption of its origin authenticity and integrity provided the document does not contain any dynamic features capable of automatically changing the document.

3. When an original document or certified copy is required for the provision of a service online offered by a public sector body, at least electronic documents issued by the persons who are competent to issue the relevant documents and that are considered to be originals or electronically certified copies in accordance with national law of the Member State of origin, shall be accepted in other Member States without additional requirements.

4. The Commission may, by means of implementing acts, regulate authorized conversion of documents and define formats of electronic signatures and seals that shall be accepted whenever a signed or sealed document or certified copy is requested by a Member State for the provision of a service online offered by a public sector body referred to in paragraph 2. Those implementing acts shall be adopted in accordance with the examination procedure referred to in Article 39(2).

Article 35

Both Member States and parties to the contractual agreements shall be free to assign additional legal effects. See proposal to add para 4:
4. National law or agreement between parties may assign to electronic delivery service additional legal effects.

Article 36

eIDAS Regulation shall not assume that qualified electronic delivery service, as provided in art. 36, will be the only possibility. Most countries already have various delivery services in public administration. We propose to add para 3:
3. Paragraphs 1 and 2 do not prevent Member States or trust service provider(s) from use of other electronic delivery services, with or without qualified electronic time stamp, qualified electronic signature or qualified electronic seal.

Article 37

Keeping in mind growing number of attacks on website authentication services it is advisable to retain these provision within the eIDAS regulation. As result it will be possible to cover website authentication services at least with monitoring.

Article 37 and Annex IV shall not assume that website authentication certificates will be issued to legal persons only. Natural persons and entities not endowed with full legal personality must be fully entitled to obtain website authentication certificates.

With regard to para 2 phrase shall be recognised it is unclear what legal value shall be assigned to this recognition.  
It might be useful to introduce client certificate for client authentication which could be used to authenticate citizen against online services.
Article 38

We are against the use of delegated acts. We suggest to replace article with similar one listing all implementing acts enacted according to regulation EU/182/2011 (Committee procedure provided in art. 39 of eIDAS regulation shall apply). Delegated acts should be used to supplement  or amend non-essential elements. Implementing acts should provide uniform conditions necessary to implement regulation.

Article 39
No remarks.
Article 40

A four year period is too long and shall be shortened. After first year and then preferably every two years the Commission shall carry out a review of eIDAS Regulation to ensure that the advance of technology or legal environment have not created barriers to achieve aims of eIDAS Regulation. If necessary even the regulation should be adapted to changing environment. Review should examine the implications of associated technical areas providing report to the European Parliament and the Council on this subject. See proposal to add paragraph 2.
The report shall in particular include an assessment, on the basis of contribution from Member States, of consistency and sufficiency of secondary legislation. The report shall be accompanied, where appropriate, by legislative proposals. See proposal to add paragraph 3.
Article 40

Report Review
1. The Commission shall review the application of this Regulation and shall report to the European Parliament and to the Council on the application of this Regulation. The first report shall be submitted no later than one four years after the entry into force of this Regulation and every two years thereafter. Subsequent reports shall be submitted every four years thereafter. 

2. The report shall include an assessment of relevant developments in electronic identification, authentication and signatures within Member States and leading countries outside European Union. The review shall inter alia assess whether the scope of this Regulation should be modified, taking account of technological, market and legal developments of trusted services. 

3. The Commission may, where appropriate, accompany the report with proposals with a view to improve legal, technical and organizational framework for provision of trusted services.

Article 41

Transitional provisions shall cover not only qualified certificates and secure signature creation devices but also certification service providers (at least all those listed on TSL lists). Presumption of fulfilling requirements for qualified trusted service providers shall be granted until first audit but not longer than for a period of one year.  We propose to add paragraph 5:
5. Certification service providers under Directive 1999/93/EC willing to continue operation under this Regulation shall be considered as trust service providers. Qualified certification service providers under aforementioned Directive willing to continue operation under this Regulation shall be considered as qualified trust service providers until first yearly audit, but if not audited as prescribed for no more than one year from entry into force of this Regulation.

Interim provisions shall cover also time stamping or other services (including what was previously known under directive as ‘guarantee for certificate’ but no longer exists). All services provided under directive 1999/93/EC and national legislations implementing it shall have right to exist at least until expiration of services or agreements binding providers. We propose to add paragraph 6:
6. All certification services provided under directive 1999/93/EC and national legislations implementing it may be legally provided with same legal effect after entry into the force of this Regulation at least until expiration of services or agreements binding providers.

Article 42

We welcome Presidency proposal to distinguish” entry into force” and „date of application”. 
All compulsory secondary legislation should be ready at the time of entry into force. We propose therefore a period of at least one year between the regulation being published and entry into force. A preliminary schedule for preparation of delegated or preferably implementing acts could be helpful, as it would allow to estimate realistic terms. 

Article 42

Entry into force

This Regulation shall enter into force on the twentieth day one year following that day of its publication in the Official Journal of the European Union. This Regulation shall be binding in its entirety and directly applicable in all Member States.

This Regulation shall apply from  (.....).

Annex I, Annex II
We do not see it necessary to impose qualified certificate and qualified electronic signature devices requirements through regulation. Enacting content of certificates within regulation will petrify certificate profile. The matter shall be regulated by standards and,  if necessary, by implementing acts. Difficult amendment procedure for regulations may seriously limit possibility to apply changes in the future.
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