PL written comments on Cluster 2 revised eIDAS proposal
                                                   23 October 2013

Written comments from PL to CLUSTER 2 revised text of the Proposal for a Regulation of the European Parliament 
and of the Council on electronic identification and trust services 
for electronic transactions in the internal market

(doc. 13890/13 dated on 23rd September 2013)

We reserve the right to make further comments and proposals for amendments.

With regard to definitions in art. 3 we oppose proposed taxonomy of providers (14 - trust service provider, 14a - non qualified trust service provider, 15 - qualified trust service provider). We would like to remind that qualified trust service providers may offer both qualified and non-qualified services. With regard to the definition of ‘signatory’ we ask for clarification in recital if such natural person shall be mature and with full legal capacity ?
Article 9

In principle we support the Presidency text which aims to solve previously existing problem of “any direct” damage. If  at a pinch recital or footnote is not satisfactory for some countries than it could be clearly stated that “trust service providers are subject to the national rules regarding liability”. 
With regard to paragraph 1 remaining problem is that QTSP is to be exempt from compensation for all the damages caused acting with due diligence, while at the same time the compensation is compulsory for  nonQTSP, even if acting with due diligence. We ask to delete word „qualified“ in 2nd sentence in order to avoid inequality before the law.
Paragraph 2 shall be replaced. Imprecise phrases like “duly inform (…) in advance” or “recognizable to third parties” may be always questioned and will make this provision dubious defense for trust service providers. On the other hand it is necessary to protect consumers (both subscribers and relying parties) from subsequent changes of provider’s policy regarding limits of liability (for example by update of certification policy). We propose therefore to add para 2:
2. Trust service providers shall explicitly inform their customers – not later than at the time of conclusion of the contract - on the limitation of liability for provided service and shall not unilaterally change such limitation later.  

Because it is not possible for trust service provider to verify with absolute certainty all data provided upon request by trust services it is necessary to add para 3:

3. Trust service providers shall not be liable for damages in respect of damage suffered by 

service consumers, if the damage has been caused by untruthful data included at signatory's request. 

Article 10
Poland is urging to consider following use case. We already have best-of-breed commercial service which is able to validate signatures from EU and from certain 3rd countries (f.e. Norway, Moldova, Ukraine, Russia) which is fully operational, legal and covered with liability and insurance of validation service provider. Validation reports allow to clearly distinguish EU signatures and those from outside EU. What will be the legal status of such service which is able to validate signatures from certain third countries when new eIDAS regulation will enter into force ? Shall we withdraw validation of signatures from third countries until EC will sign agreements with such countries or perhaps validation results of 3rd countries signatures will be without any legal relevance for time undefined ?
In our opinion article 10 is too much “eurocentric” while we need more “business driven” provision here. Agreements between service providers may become a catalyst for recognition of 3rd countries’ services, signatures and certificates. We suggest therefore to add para 3:
3. Qualified trust service provider established within the Union may guarantee for services which are issued as qualified by supervised or accredited trust service providers established in a third country. Qualified trust service provider will be liable for any damage or loss resulting from such service within EU. 
Article 11
After additional consideration we believe that mere linking eIDAS regulation to data protection directive and national laws is not sufficient. We propose separate provision related to retention of data by qualified trust service providers. As stated in recital 33: “To ensure sustainability and durability of qualified trust services and to boost users’ confidence in the continuity of qualified trust services, supervisory bodies should ensure that the data of qualified trust service providers are preserved and kept accessible for an appropriate period of time (...)”. In case qualified trust service provider negligently ends the service with no legal succesor taking over providers’ databases (f.e. with validity statuses of issued qualified certificates) then  the supervisory body should be entitled  to do so and to provide accesibility. 
We propose to collect all provisions related to preservation and accessibility of  data relevant for provision of services in new article 11:

1. Qualified trust service provider shall retain personal data or other data directly connected to  provision of services for period of 20 years. 

2. Qualified trust service provider may electronically archive all documents relevant for provision of services safeguarding integrity and authenticity thereof. 

3. In the event that a qualified trust service provider ceases operation, documents and data referred to in paragraph 1 shall be stored by supervisory body or an entity appointed by the supervisory body. 

4. Qualified trust service providers shall destroy the data used to create electronic authentications forthwith, following the revocation or expiry of the provider’s certificate used to verify electronic authentications
5. Supervisory body shall avail relevant documents or data neccesary to verify services issued by qualified trust service providers which no longer exist”.

It may be useful also to strengthen the competition between QTSP allowing for easier migration of subscribers (with respect to contractual obligations between the parties). We suggest to add article 11b:
1. Upon written request or consent of subscriber to the service qualified trust service provider shall securely and immediately transfer subscriber’s personal data to another qualified trust service provider.

2. Qualified trust service provider may rely on personal data provided by another qualified trust service provider with exception to inaccurate or incomplete data. Such data shall be presumed valid except in case of substantiated doubt.

3. Subscriber of the service is responsible to trust service provider for trustworthiness and timely notification of any changes of personal data relevant to the provision of such service. 

Article 12

It might be worth to cover the issue with review clause. It’s impossible to predict if people with disabilities will be satisfied with the way this provision functions. Accessibility might be also matter of technological change, eg. possibility of use of various biometric features (like human voice) for identification, authentication and signature. We however do not rise objections to the current wording.

Article 13 

In par.1 we propose to delete „all”, that comes before „the necessary powers”. Instead Member States shall be explicitly allowed to use their national law with regard to administrative procedure (see proposal to add letter k), on-site inspection (see proposal to add i, ia) and imposing penalties (see proposal to add article 13a). Clear reference to national laws on administrative procedure will provide the right to appeal against decisions of the supervisory body. The powers of  supervisory body may constitute obligations for those supervised, hence introducing a blanket license is against the state of law. Apart from the obligation to guarantee „necessary powers” a prerequisite is being introduced to provide the supervision authorities with human and financial resources. It may be worth to complement the phrase with terms „technical” and „organizational”.

Competences shall not be implied, so it must be certain for supervisory body what monitoring is. In par. 2(b) it is necessary to define what the requirement „to monitor, (...) whenever needed” means  in relation to the non-qualified providers. Such an imprecise provision may in fact turn into a regular supervision over non-qualified services, which is exactly what most Member States (including PL) would like to avoid. Who is then to assess the need for monitoring and what are the measures supervisory body may apply in monitoring mode ? 

As for the art. 13(g) we encourage to consider a possibility to include on TSL lists non qualified trust service providers certified for conformity with trustworthy system norms. Allowing non-qualified providers to be a part of TSL may stimulate providers to undego certification and to offer high quality services.

Par. 2(i) should, in our opinion, start with „to enquiry and …”. Today we lack in eIDAS any provision entitling supervisory body to request necessary information / documents from a TSP for supervision purpose. We also lack corresponding rules that would put a requirement of issuing an answer to such an request in a given time limit for the service provider. It is unclear what will happen if a provider (especially the non-qualified one) fails to adhere to supervision requests. 

Supervisory body will need also a right to immediately close or suspend compromised service. See proposal to add point (j).
Article 13 

Supervisory body

1. Member States shall designate  a supervisory body established in their territory or, upon mutual agreement with another Member State, a supervisory body established in that other Member State, which body shall be responsible for supervisory tasks in the designating Member State. 

Supervisory bodies shall be given all the necessary powers and adequate human, technical, organizational and financial resources for the exercise of their tasks. (...) 

g) to inform the body responsible for the national trusted list referred to in Article 18(3) about its decisions to grant or to withdraw the qualified status, unless this body is the supervisory body itself; 

(ga) where applicable under national law, to establish, maintain and update the national trust infrastructure under the conditions set by such law (...)
(i) to enquiry, to inspect buildings, records or assets and require that  trust service providers remedy any failure to fulfill the requirements of this Regulation. 

(ia) demand that the staff of the inspected trust service providers give oral or written explanations related to provision of services

(j) to immediately withdraw or suspend the qualified status of service in case of compromise of the service (...)
(k) supervisory body shall have the right to engage in administrative procedure according to national law or bring an action to court, in order to enforce the provisions of this Regulation.
7.  Member States shall ensure that all procedures and formalities related to trust service provider activities and exercise thereof are completed by electronic means, through the relevant point of single contact and with the relevant competent supervisory bodies.

Article 13a

Penalties and administrative sanctions

1. Member States shall lay down the rules empowering supervisory bodies to impose administrative sanctions in accordance with this Article. The administrative sanction shall be in each individual case effective, proportionate and dissuasive. The amount of the administrative fine shall be fixed with due regard to the nature, gravity and duration of the breach, the intentional or negligent character of the infringement, the degree of responsibility and of previous breaches and the degree of cooperation with the supervisory authority in order to remedy the breach. In case of non-intentional non-compliance with this Regulation, a warning in writing may be given by supervisory authority with no sanction imposed.

2. Member States may lay down the rules on penalties, applicable to infringements of the provisions of this Regulation and shall take all measures necessary to ensure that they are implemented. The penalties provided for must be effective, proportionate and dissuasive.

3. Member States may lay down the rules regulating trust service providers registers, central root certification authorities, certificate policy repositories and supervising tools.

4. Each Member State shall notify to the Commission those provisions of its law which it adopts pursuant to paragraph 1, 2 and 3, by the date specified in Article 42 at the latest and, without delay, any subsequent amendment affecting them.

Article 14
We support the necessity to justify the request for mutual assistance. Haste requests from abroad to launch an audit or to participate in procedure abroad may become costly. It should be up to the Member State asked for mutual assistance to decide what is possible and appropriate. Because of recently introduced „light touch approach” it should be considered if the mutual assistance will encompass incidents related to non-qualified providers also ? 
Current wording of par 2(aa), „standard supervisory activities”, does not provide enough clarity as to which activities shall be considered standard. Our standard supervisory activity is for example evaluation of certification policy documents of qualified trust service providers.
With regard to paragraph 3 we propose “may be agreed” instead of “shall be agreed”.

Mutual assistance requests and the accompanying documentation shall be send in the official language of the addressee or alternatively in English language. See proposal to add para 4:
4. Request for mutual assistance with documents or data substantiating claims must be in English language or official language of the receiving supervisory body. 

Article 15

We are against binding obligation to inform the public even if it is subjected to public interest clause. This may lead to liability issues for supervisory body or it’s staff acting in emergency situation. It may be difficult to judge what shall be published and when and what constitutes public interest in given circumstances. PR policy in case of breach and possible liability arising from not warning subscribers or trusting parties shall be sole responsibility of trust service provider.
“The notified supervisory body concerned may shall may  also inform the public or require the trust service provider to do so, where it determines that disclosure of the breach is in the public interest”.

We are in favour of including non-qualified providers in art. 15 par. 1. Implementing acts, as envisaged by par. 6 should be mandatory. We ask to replace “The Commission may” with “The Commission shall”. 

We suggest to consider additional requirement for qualified trust service provider to apply business continuity planning and maintain backup center. In our opinion such requirement is technologically neutral and may result with better quality of qualified services. See proposal in art. 15.7
7. Qualified trust service providers shall secure continuity of all services by maintaining backup center and applying principles of business continuity planning.

Article 16

Mere initialization of qualified trust services in art. 17 is not enough. eIDAS regulation must be prepared for termination also (see our proposals to art. 13, art. 16). This is absolute “must have” to protect consumers.

Mass scale situations that may have dramatic impact on subscribers, like for example lose of qualified status by trust service provider or termination of hacked services in compromised CA may occur. Sooner or later each supervisory body will have to face also rapid TSP bankruptcy cases or negligent closing of qualified service. See proposal to add para 7 and 8.
7. In case of termination of  service trusted service provider shall engage with due diligence in all efforts necessary to migrate subscribers to other trust service providers.

8. Planned termination of service shall be publicly announced 6 months in advance and all solicitation of new subscribers shall be ceased immediately afterwards. 

It is our opinion also that in art. 16 par. 2 „control”/„controls” would be a much more appropriate wording, instead of „audit”/”audits” to describe activity of government.
Article 17

Art. 17 contains well written, clear and precise scenario of qualified service start-up procedure. Additional measures are needed  regarding subsequent audits, use of outsourcing during audits, access to documents and confidentiality obligations. See proposal to add  para 6, 7, 8, 9. 
6. During audits supervisory body may use assistance of experts or consultants acting on it’s behalf.

7. Trust service provider staff or representing persons may not reveal without authorization any information pertaining to provision of trust service which might cause damage to trust service provider or trust service consumers. Confidentiality shall not apply to information on the violation of the provisions of this Regulation by the trust service provider. The obligation to observe the secrecy shall remain in force for the period of 10 years as of the date of cessation of  legal relationships.
8. Supervisory body staff or external experts acting on it’s behalf are obliged to preserve secrecy with regard to documents and business secrets obtained from qualified trust service provider. A business secret shall be any technical, trade or organizational information not disclosed to the public concerning trust service provider to which the entrepreneur has undertaken appropriate measures to preserve their confidentiality. Confidentiality shall not apply in case of cooperation with other supervisory authorities.
9. Upon request supervisory body shall be granted by trust service provider without undue delay but not later than during one week access to all documents, including among others contracts, technical specifications and schemes, continuity management plans, certification or service policy documents, confirmations of insurance or other current or archival documents or data stored related to provision of services or trust service provider financial standing. If necessary in case of electronic documents suitable reader shall be made available upon request.

Article 18

We are against emerging concept of legally constituent character of the Trusted Lists. It’s decision of supervisory body which is legally constituent, and placing provider on TSL reflects only administrative procedure decision. Art. 18 par. 2 should contain a requirement to secure consistency of  trusted lists with already functioning state registries; (adding in the middle „publish and, where applicable,  secure consistency thereof with state registries”). 
National QCSP/QTSP register is considered reliable source of information in several countries (Poland, Germany, Spain). The QCSP/QTSP registers are worth maintaining even after establishing TSL lists, because information  needed by subscribers is presented there in a form much easier to read (in comparison to TSL).
Article 19

With regard to art. 19.2(c) the subscriber  may directly use the service or a product thereof. The qualified certificate requirements pertain to product of a given service and to the service itself. It would be useful to use more precise phrase “qualified trust service or its products”

Par 2(d) we ask for „guarantee” being changed to „ensure”.

As to the par 2(e) it shall be noted that the usage of phrase „provided to them” excludes data produced by systems, as they may only store data that is “delivered” to them. Therefore, we would like to propose  rewording  as follows: 

„Where applicable use trustworthy systems to maintain and process data in a form that:

·  Integrity and authenticity of the data is kept

· Only authorized persons have access, and may change the data”

The requirement to maintain certificate bases, present in par 2(k), should only apply to those TSPs which issue certificates. We suggest „where applicable” to be added at the end. Otherwise we may expact empty database in case of  TSP providing only time stamping, electronic delivery or other services.
Paragraph  3 states 24 hours to be the maximal time span between acceptance of revocation request and publishing the information. Currently in Poland the time span is set for no more than 1 hour - lengthening the span that much seems to be technological decline for us. Please keep in mind that “buffering” of signed documents until  publication of next CRL is common practice now. With new CRL list without certificate revoked trusting party may have certainty that signature certificate was valid at the time of signing. Buffering signed documents to check CRL makes sense however with one hour period but not the whole day. We expect that regulation will keep the standards high at least for provision of qualified services.
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